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1 Getting started

11

1.2

Introduction

This user guide aims at providing detailed information for backing up and restoring Microsoft
Exchange Database with OBM.

General Best Practices and Recommendations
Please ensure that the following requirements are met by the Microsoft Exchange Server:

1. The latest version of OBM is installed on the Exchange server / DAG member services.
For Exchange Server 2010/2013/2016, Database Availability Group (DAG) backup
option is available, please refer to Backing up Microsoft Exchange Server in Database
Availability Group (DAG) for details.

2. Ensure that all MS Exchange related services have been started, particularly the MS
Exchange Information Store and MS Exchange System Attendant Services.

To verify this setting, launch Services in Windows by clicking Start then typing
“Services” in the search box. All Exchange related services should be started by default,
in case if it is not, turn it on by right clicking the item then selecting Start.

o} Services [= T
File Action View Help
s mEc= Hres peumn
d I ot =
Senvices (Local) | |e? Services (Local)
Microsoft Exchange Information Name * Desc ~
Store " Microsoft Exchange IMAP4 Prov
- . Microsoft Exchange IMAP4 Backend Prov
Stop the service #1 Microsoft Exchange Information Store Ma
Restart the service 2 P
+ Microsoft Exchange Load Generator Menitoring Agent Mon
4 Microseft Exchange Load Generator Remote Agent Enab
Description: 4 Microsoft Exchange Mailbox Assistants Perfc
:‘::;an?::i;:es:v;few;:{: ;xcclt.;r;ge /; Microsoft Exchange Mailbox Replication Proc
mailbox databases and public folder + Microseft Exchange Mailbox Transport Delivery This| =
databases. If this service is stopped, 4 Microsoft Exchange Mailbox Transport Submission This
mailbox databases and public folder 4 Microsoft Exchange Migration Workflow Proc
databases on this computer are Mi % Exch POP3 P
unavailable, If this service is disabled, N cnange 4 o
any services that explicitly depends 4, Microsoft Exchange POP3 Backend Prov
on it will fail to start, Microsoft Exchange Replication Thel
Microsoft Exchange RPC Client Access Man v
< m >
"\ Extended / Standard /

3.  OBM must be installed on the Exchange server with mailbox role.

4. Make sure the Exchange Server has been updated to the latest roll-up patch of that
specific service pack.

5. Make sure that circular logging is disabled for all Information Store(s) or Public Folder
selected for backup.



6.

Make sure that the Microsoft Exchange Server add-on module has been enabled for
your OBM user account. Contact your backup service provider for more details.

Liser Profile m Backup Client Settings m m

Backup Set Fettings of the client backup agent for this user.
Settings

Report Backup Client

Statistics ® AhsayOBM User AhsayACE User

Effective Policy
Add-on Modules

Microsoft Exchange Server
My S0L Database Server

Lotus Domino

Windows Systermn Backup
YWhtware | Guest Wi v |10
Microsoft Exchange Mailboyx |10

HAS
Yolume Shadow Copy
In-File Delta

ALY Y YL YL Y LY

The Exchange Server 2010/2013/2016 database files are no longer stored in the
temporary directory during backup. However, the VSS-based Exchange backup will still
require certain amount of disk space to operate. Microsoft suggested that certain shadow
copy mechanism may require free space around 100% of the original database. Refer to
the following URL for more information.
http://msdn.microsoft.com/enus/library/exchange/aa579091%28v=exchqg.140%29.aspx

Temporary Directory folder is used by OBM for storing backup set index files and any
incremental or differential delta files generated during a backup job. To ensure optimal
backup/restore performance, it is recommended that the folder is located on a local drive
with plenty of free disk space.

Ensure that the Microsoft Exchange Writer is installed and running on the Exchange
Server, and the writer state is Stable. This can be verified by running the vssadmin list
writers command.

Example:
C:\Users\Administrator>vssadmin list writers
vssadmin 1.1 - Volume Shadow Copy Service administrative

command-line tool
(C) Copyright 2001-2005 Microsoft Corp.

Writer name: 'System Writer'
Writer Id: {e8132975-6f93-4464-a53e-1050253ae220}
Writer Instance Id: {a2f2507d-b348-493a-9685-da3f20959e9d}
State: [1] Stable
Last error: No error

Writer name: 'COM+ REGDB Writer'
Writer Id: {542da469-d3el-473c-9f4f-7847f01fc64rf}
Writer Instance Id: {60b9b261-ab8l-4cd4dd-be0f-5d432addeatd}
State: [1] Stable
Last error: No error



http://msdn.microsoft.com/enus/library/exchange/aa579091%28v=exchg.140%29.aspx

Writer name: 'ASR Writer'
Writer Id: {be000cbe-11fe-4426-9c58-531aa6355fc4}
Writer Instance Id: {laab9829-3b91-46bc-a7fl-ae9ell23c2fe}
State: [1] Stable
Last error: No error

Writer name: 'Microsoft Exchange Writer'
Writer Id: {(76felac4-15f7-4bcd-987e-8elacb462fb7}
Writer Instance Id: {2e8409fa-1dd8-483c-ba95-5c9277be0509}
State: [1] Stable
Last error: No error

Writer name: 'IIS Metabase Writer'
Writer Id: {59b1f0cf-90ef-465f-9609-6ca8b2938366}
Writer Instance Id: {3303e28e-afae-4c99-8fla-2ce23e6455a7}
State: [1] Stable
Last error: No error

Writer name: 'FRS Writer'
Writer Id: {d76f5a28-3092-4589-ba48-2958fb88ce29}
Writer Instance Id: {d35e3901-f9b9-4fa6-86af-36b8a4872933}
State: [1] Stable
Last error: No error

Writer name: 'Shadow Copy Optimization Writer'
Writer Id: {4dc3bdd4-ab48-4d07-adb0-3bee2926fd7f}
Writer Instance Id: {8el9e851-95ca-4c97-813d-4bc51898c7ac}
State: [1] Stable
Last error: No error

Writer name: 'WMI Writer'
Writer Id: {a6adb56c2-b509-4e6c-bbl19-49d8f43532f0}
Writer Instance Id: {0619e684-14f3-495b-beb9-e35fc0ec212b}
State: [1] Stable
Last error: No error

Writer name: 'BITS Writer'
Writer Id: {4969d978-be47-48b0-b100-f328f07aclel}
Writer Instance Id: {94991e66-e5c7-47a4-a0c9-3771e4761262}
State: [1] Stable
Last error: No error

Writer name: 'Registry Writer'
Writer Id: {afbab4al2-367d-4d15-a586-71dbbl181f8485}
Writer Instance Id: {73c66436-c2e8-4d46-b88a-d866617eb95d}
State: [1] Stable
Last error: No error

Writer name: 'NTDS'
Writer Id: {b2014c9e-8711-4c5c-a5a9-3cf384484757}
Writer Instance Id: {14cedc8b-4c51-4al2-85c4-8cf8aa3545b6}
State: [1] Stable
Last error: No error

Writer name: 'IIS Config Writer'
Writer Id: {2a40fdl5-dfca-4aa8-a654-1f8c654603f6}
Writer Instance Id: {5939e29f-bf43-4a39-ab6b7-e3a838e75e3e}
State: [1] Stable
Last error: No error




10.

11.

For Exchange server with Active Directory installed, a Windows System State backup
must be performed regularly with the MS Exchange Server backup.

(Applicable to Microsoft Exchange Server 2013/2016 only)

If you are using Microsoft Exchange Server 2013/2016 on Windows Server 2012, please
install .Net Framework 3.5 Features under Server Manager > Dashboard > Add
Roles and Features Wizard > Feature Page.

[ Add Roles and Features Wizard IL[E-

Select features DESTINATION SERVER
Select teatures W12x-7-23.9325 3hsay.com

Select one or more features to install on the selected server.

Features Description

A NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity

: eatre 2 information, enable seamless and
[] Background Intelligent Transfer Service (BITS) secure communication, and provide
the ability to model a range of
business processes.

4

SEry v E amework 3.5
[ HTTP Actveton

[[] Non-HTTP Activation

"

V|

[[] BitLocker Drive Encryption
[[] BitLocker Network Unlock
[[] BranchCache

[ client for NFS

[] Data Center Bridging

[[] Enhanced Storage

L arlover Clustenn

Group Policy Management

< m >

< Previous Next > nsta

1.3 Best Practices and Recommendations for Exchange Server in
Data Availability Group (DAG) only

1.

System State backup must be performed regularly for the domain controller of the
Exchange DAG setup.

Scheduled backup is required if you choose to back up with DAG option, as OBM on all
DAG members will base on the scheduled backup time to start backups on individual
DAG member at the same time.

A DAG backup cycle is considered complete only when scheduled backup on all DAG
members have been carried out. An email report will be generated when a complete
DAG backup cycle is taken place.

Please keep in mind that manual backup will only be considered as individual mail-level
backup, and therefore will not be counted as part of the DAG backup cycle.

The MS Exchange Server Backup module will protect the Exchange server at the
database level. If a full system backup (for bare-metal recovery) is required, please
consider setting up a MS System Backup for each DAG member server.

To back up mailbox database within an Exchange DAG, OBM is required to be installed
on each DAG member with mailbox role (e.g. servers that are hosting the mailbox
databases). It is not necessary to install OBM on Exchange server with CAS (Client
Access Server) role only.



1.4 Overview of MS Exchange Database Backup Process

The following steps are performed during an Exchange Database backup job:

Running

Establishin Downloadin
O SR @ peb @ DU
connection command
. Server file list and
Connection from the
X Pre-backup checksum files are
backup client to the } . . }
\ [ > commandis run {if [ | downloaded from
backup server is ! !
. necessary) the backup
established L Ay
destination N

o Generating o/ Comparing o Taking V'S5

delta files files snapshot
Delta files Server and local file
(incremental/ lists are compared to ‘OBMrequests
differential) are , | identify changes to | te take V55 snapshot
generated for | the Exchange | of the Exchange
e dhiEbase database or new VHD database selected in
8 or VHDX files added backup source

{if required)

since last backup job

Uploading Removing .
/ o files VSS snapshot o i s

Mewy, updated and/or

deltafiles are OBM removes

compressed, encrypted, | Latestlocal index -
dividedintoindividual [ [ z:gkzr:jaﬁslitcﬂzahee [ | files are saved to the (_
datablock (16 or p 8 backup destinations ~
32MB), then uploaded database N

to backup destination

@ Removing o Running

temporary post-backup
files command

All delta files are

BaCkUp jOb :| removed from the ::|

temporary spool
completed o

Post-backup
command is run (if
necessary)




2 Backing up Microsoft Exchange Database
2007/2010/2013/2016

2.1 Creating a MS Exchange Server Backup Set for Exchange
Server 2007/2010/2013/2016

1.

2.

3.

Click the Backup Sets icon on the main interface of OBM.

Backup Sets

Create a new backup set by clicking the “+” icon next to Add new backup set.

Select the Backup set type as MS Exchange Server Backup. The system will
automatically detect and select the Exchange Server version, make sure the version
selected is correct. Name your new backup set and then click Next to proceed.

[0 x]

Create Backup Set

Name

default-backup-set-name-1

Backup set type
MS Exchange Server Backup V]

Version

Microsoft Exchange Server 2010 (V]

Microsoft Exchange Server 2007

Microsoft Exchange Server 2010
Microsoft Exchange Server 2013
Microsoft Exchange Server 2016
Microsoft Exchange Server 2010 (Database Availability Group)
Microsoft Exchange Server 2013 (Database Availability Group)
Microsoft Exchange Server 2016 (Database Availability Group)




4. Inthe Backup Source menu, select the Information Store for backup. Click Next to

proceed.
JRETEY

Backup Source

5188 Microsoft Exchange Server
[ & Microsoft Information Store
= § W08X-1-22
+ o First Storage Group
; 1 Second Storage Group
E 4 Storage Group 64char_23456789C123456789D123456789E1234578_64char

(e | R (] [

5. Inthe Schedule menu, you can configure a backup schedule for backup job to run
automatically at your specified time interval. Click Add to add a new schedule, then click

Next to proceed when you are done with the settings.
© 0BM [0

Schedule

Run scheduled backup for this backup set
on |

Existing schedules
ﬁ Database Backup Schedule
Database;Weekly - Friday (Every week at 22:00)

% Transaction Log Backup Schedule
Log File;weekly - Monday. Tuesday Wednesday&Thursday (Every week at 22:00)

L ===

Note: By default, a database backup scheduled for every Friday at 22:00 and a log
backup scheduled daily (except Friday) at 22:00 are created automatically.



6.

7.

In the Destination menu, select a backup destination where the backup data will be
stored. Click the “+” icon next to Add new storage destination / destination pool.

0 oBM JH[= E3

Destination

Backup mode

Sequential w

Existing storage destinations

+ Add new storage destination / destination pool

Select the destination type and destination storage, then click OK to proceed.

©oBM o=

New Storage Destination / Destination Pool

Name

Type
®) Single storage destination
Destination pool

Destination storage

@ ces v




8. When you are done with settings, click Next on the Destination menu page to proceed.
© oBM JHi[=] E3

Destination

Backup mode

Sequential u

Existing storage destinations

CBS
Host: 10.3.1.8:443

Add

9. Inthe Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on T |

Encryption Type

Default W

User password

Custom

You can choose from one of the following three Encryption Type options:

» Default —an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password —the encryption key will be the same as the login password of
your OBM at the time when this backup set is created. Please be reminded that if
you change the OBM login password later, the encryption keys of the backup
sets previously created with this encryption type will remain unchanged.



» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on |

Encryption Type

Custom u

Algorithm

AES W

Encryption key

EAEEEALTE

Re-enter encryption key

EhEiidk

Method

 JECE (@) CBC

Key length

") 128-bit (@) 256-hit

WARNING: If a note of the encryption key is NOT taken, and the key is LOST,
the data will be irretrievable. Always ensure you take a note of the encryption
key.

Click Next when you are done setting.

10. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard -




The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files la
confirm that you have done so.

rcX1MBE4brnZ086eK0Op6FeabuuRRI3gDXGIg5UBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step

11. Enter the Windows login credentials for user authentication. Click Next to proceed.
© 0BM [0

Windows User Authentication

Domain Name (e.g abcde.com) / Host Name

| gal7.abcde com |

User name

| username |

Password

| J— |




12. The following screen shows when the new backup set is created successfully.

© 0BM |- [O] ]
Congratulations!
"Backup Set Name" is successfully created.
e |

13. You can click Backup now to start a backup immediately, or you can run a backup job
later by following the instructions in Running Backup Job for Microsoft Exchange Server

2007/2010/2013/2016.




2.2 Running Backup Job for Microsoft Exchange Server
2007/2010/2013/2016

1. Loginto OBM.

2. Click the Backup icon on the main interface of OBM.

&

Backup

3. Select the backup set which vou would like to start a backup for.

Please Select The Backup Set To Backup

Backup Set Name
Owner: w08x-1-26
%25} Newly created on 04-July-2016, Monday, 17:27
EXCHANGE




4. If you would like to modify the In-File Delta type, Destinations and Retention Policy
settings, click Show advanced option.

Choose Your Backup Options

Backup Set Name
EXCHANGE.

Backup set type

(®) Database

() Log File

Show advanced option

[

Choose Your Backup Options

Backup Set Name

Backup set type
(®) Database

() LogFile
In-File Delta type

O Full
() Differential
(®) Incremental

Destinations
v G CBS (Host: 10.3.1.8:443)

Retention Policy
["] Run Retention Policy after backup

Hide advanced option

Refer to Appendix A Exchange Server Backup Type for more information regarding the
backup set type.

5. Click Backup to start the backup.



3 Restoring Microsoft Exchange Server
2007/2010/2013/2016

3.1

Pre-restoration Requirements

Before you get started with restoring your database using the OBM, there are a couple of
steps you may need to perform first.

1.

Prepare the operating system for the Exchange Server restore (if required). Install the
original version of Windows and Exchange Server (with the same level of service pack
installed as in the original system).

Restore Windows Active Directory (if required). Restore the System State data from the
backup server, and then restore the System State using WBAdmin.exe.

Install OBM (if required). Refer to the Online Backup Manager v7 Quick Start Guide for
Windows.

Make sure the Microsoft Exchange Information Store services from Windows
Services is started.

Launch Services in Windows by clicking Start then typing “Services” in the search box.
After launching the Services window, look for Microsoft Exchange Information Store

and check the Status column to confirm if it is started. If it is not, right click the item then
select Start.

D
File Acton View Help
¢o|[mEBa=|HEl> m u
£, Services (Local) {} Services (Local)
Microsoft Exchange Information Name + | Description | Status Startup Typ 4 |
Store + Microsoft Exchange IMAP4 Provides In... Manual
ﬁ Microsoft Exchange Information Store Manages t... Started Automatic
Stop the SEMCE. ‘. Microsoft Exchange Load Generator Remote ... Enables dis... Started Automatic
Restart the service "
+: Microsoft Exchange Mail Submission Submits me... Started Automatic
£ Microsoft Exchange Mailbox Assistants Performsb... Started Automatic
ai?_g'gi?;:e Microsoft Exchange Microsoft Exchange Monitoring AIIo'Afs appl... Manual
Information Store. This indudes mailbox 4 Microsoft Exchange POP3 Provides P... Manual
stores and public folder stores. If this ‘. Microsoft Exchange Replication Service The Micros...  Started Automatic
service is stopped, mailbox stores and - Microsoft Exchange Search Indexer Drives inde... Started Automatic
public folder stores on this computer are g
unavailable. If this service is disabled, 4 Microsoft Exchange Server Extension for Win... Enables Wi... Manual
any services that explicitly depend on it £ Microsoft Exchange Service Host Providesa ... Started Automatic
wil fail to start. ‘- Microsoft Exchange System Attendant Forwards d... Started Automatic J
£ Microsoft Exchange Transport The Micros...  Started Automatic
‘% Microsoft Exchange Transport Log Search Provides re... Started Automatic
‘. Microsoft Fibre Channel Platform Registration... Registers t... Manual
‘. Microsoft iSCSI Initiator Service Manages I... Manual
+Microsoft Search (Exchange) Quickly cre... Started Manual
- Microsoft Software Shadow Copy Provider Manages s... Manual
£ Multimedia Class Scheduler Enables rel... Manual
‘% Net.Msmq Listener Adapter Receives a... Disabled
‘. Net.Pipe Listener Adapter Receives a... Disabled
. Net.Tcp Listener Adapter Receives a... Disabled
£+ Net.Tcp Port Sharing Service Provides a... Disabled
G+ Netlogon Maintains a... Started Automatic
d ol
Extended A Standard /
!




3.2 Restoring Exchange Database for Microsoft Exchange Server
2007/2010/2013/2016

1. Make sure you have followed the steps in Section 3.1 before proceeding to this section.
2. Inthe OBM main interface, click the Restore icon.

3. Select the backup set that you would like to restore database from.

Please Select The Backup Set To Restore

Backup Set Name
Owner: w08x-1-26
Last Backup: 13-June-2016, Monday, 14:40

4. Select the backup destination that contains the database you would like to restore.

Select The Destination From Which To Restore Data

Backup Set Name

Previous Cancel



6.

Click to expand the menu tree to select which Information Store to restore. You can also
select individual database file to restore by clicking the Restore raw file checkbox at the
left bottom corner.

In addition, you can also choose to restore backup item(s) from a specific backup job
using the drop-down menu at the top. Click Next to proceed when you are done with the
selection.

Select what to restore
Choose from files as of job & || 2016-07-14 w || Latest w
Folders Name Size Date modified
@ cBs @] E02.chk 8KB 2016-07-1404:15
&[0 €8 Microsoft Exchange Server |_] E0200000CD1.log 1,024.. 2016-03-1814:02 A
-3 33 Microsoft Information Store || E0200000CD2.log 1,024.. 2016-03-1814:02
B0 F wosx-1-22 |- E0200000CD3.log 1,024.. 2016-03-18 14:02
; & First Storage Group |_] E0200000CD4.log 1,024.. 2016-03-18 14:02
i+ j& Second Storage Group [ | | E0200000CD5.log 1,024.. 2016-03-18 14:02
[@ 15 Storage Group 64char_23.(J || E0200000CD6.log 1,024.. 2016-03-1814:02
[ |} E0200000CD7.log 1,024.. 2016-03-18 14:02
O || E0200000CD8.log 1,024.. 2016-03-18 14:02
[0 |} E0200000CD3.log 1,024.. 2016-03-18 14:06
O |} E0200000CDA.log 1,024.. 2016-03-18 14:09
[ |} E0200000CDB.log 1,024.. 2016-03-18 14:11
O ] E0200000CDC.log 1,024.. 2016-03-18 14:13
O || E0200000CDD.log 1,024.. 2016-03-1814:14
[0 ] E0200000CDE.log 1,024.. 2016-03-1814:16
(0 |} E0200000CDF.log 1024, 201603181417
< » (O | E0200000CE.Iog 1,024.. 2016-03-18 14:20
| Restore raw file Items per page | 50 v Page 1/6 w
Search

Select to restore the database to its Original location, or to an Alternate location.

@ Restore to Original location

Select the Original location option, then press Next to proceed.

Choose Where The Databases To Be Restored

Restore databases to
@) Original location
Alternate location




@ Restore to Alternate location

a) Select the Alternate location option, then press Next to proceed.

Choose Where The Databases To Be Restored

Restore databases to
Original location
®) Alternate location

b) Select the locations where you would like to restore the database to. Name
the new mailbox store, then click Browse to modify the database, log and
checksum file location if necessary. Click Next to proceed when you are
done with the settings.

Alternate database

Database name

Mailbox Database 2-1
Original Name New Location
Mailbox Database 2.edb | E\\Microsoft Exchange Server\V14\Mailbox\Mailbox Database 2 Browse
E02%.log E:x\Microsoft Exchange Server\v14\Mailbox\Mailbox Database 2 Browse

E02.chk ExMicrosoft Exchange Server\14\Mailbox\Mailbox Database 2 Browse

|

7. Select the temporary directory for storing temporary files, such as delta files when they
are being merged, click Restore to start the restoration.



The following screen with the text Restore Completed Successfully shows when the
restoration is completed.

Restore

| Backup Set Name

CBS (Host: 10.3.1.8:443) a
+ Restore Completed Successfully

Estimated time left 0 sec

Restored 7.98M (9 files)

Elapsed time 44 sec
Transfer rate 1.60Mbit/s

» For details regarding verifying the restoration activities log between OBM and
the Exchange Server, refer to Appendix B Restore Activities Log.




4 Backing up Microsoft Exchange Server in
Database Availability Group (DAG)

4.1 License Requirement to Backup all Exchange Server
2010/2013/2016 in DAG environment

One OBM license CAL with one Exchange Server Add-on Module is deducted from each
installation of the OBM on the DAG environment. Please check with your backup service
provider if more OBM with Exchange backup is required.

4.2 Creating Backup Set for Microsoft Exchange Server
2010/2013/2016 (DAG)

1. Click the Backup Sets icon on the main interface of OBM.

Backup Sets

2. Create a new backup set by clicking the “+” icon next to Add new backup set.
3. Select the Backup set type as MS Exchange Server Backup. Make sure you choose

the correct Exchange Server version with “Database Availability Group”. Name your new
backup set and then click Next to proceed.

Create Backup Set

Name

| Backup Set Name (DAG) |

Backup set type
MS Exchange Server Backup v
Version

Microsoft Exchange Server 2010 (Database Availability Group) w




4. Inthe Backup Source menu, select the Information Store for backup. Click Next to
proceed.

Backup Source

=1/ £3 Microsoft Exchange Server
[ 53 Microsoft Information Store
E-@ § Wosx-1-22
: 5 First Storage Group

@ 4 Second Storage Group
"~ 1 Storage Group 64char_23456789C123456789D123456789E1234578_64char

==

In the Schedule menu, you can configure a backup schedule for backup job to run
automatically at your specified time interval. Click Add to add a new schedule, then click
Next to proceed when you are done setting.

Schedule

Run scheduled backup for this backup set
on il

Existing schedules
% Database Backup Schedule
Database;Weekly - Friday (Every week at 22:00)

Transaction Log Backup Schedule
Log File;weekly - Monday, Tuesday,Wednesday&Thursday (Every week at 22:00)

Note: By default, a database backup scheduled for every Friday at 22:00 and a log
backup scheduled daily (except Friday) at 22:00 are created.



6.

In the Destination menu, select a backup destination where the backup data will be
stored. Click the “+” icon next to Add new storage destination / destination pool.

Destination

Backup mode
Sequential w

Existing storage destinations

. Add new storage destination / destination pool

A v

Select the destination type and destination storage, then click OK to proceed.

New Storage Destination / Destination Pool

Name

Type
(®) single storage destination
() Destination pool

Destination storage

|@CES v




7. When you are done with the settings, click Next on the Destination menu page to
proceed.

Destination

Backup mode

Sequential u

Existing storage destinations

CBs
Host: 10.3.1.8:443

Add

|

8. Inthe Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on T |

Encryption Type

Default W

User password

Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password —the encryption key will be the same as the login password of
your OBM at the time when this backup set is created. Please be reminded that if
you change the OBM login password later, the encryption keys of the backup
sets previously created with this encryption type will remain unchanged.



» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on |

Encryption Type

Custom u

Algorithm

AES W

Encryption key

EAEEEALTE

Re-enter encryption key

EhEiidk

Method

 JECE (@) CBC

Key length

") 128-bit (@) 256-hit

WARNING: If a note of the encryption key is NOT taken, and the key is LOST, the
data will be irretrievable. Always ensure you take a note of the encryption key.

Click Next when you are done setting.

If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard



The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Pl confirm that you have done so.

rcX1MBE4brnZ086eK0OphFeabuuRRi3qDXGYq5uBxFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step

10. Enter the Windows login credentials for user authentication. Click Next to proceed.

Windows User Authentication

Domain Name (e.g abcde.com) / Host Name

| gal7.abcde com |

User name

| username |

Password

| J— |




11. The following screen shows when the new backup set is created successfully. Backup
will run automatically at the configured scheduled time.

Congratulations!

"Backup Set Name (DAG)" is successfully created.

12. On all other Exchange Servers within the same DAG, logon to OBM using the same
login account. Click the same backup set, and make sure the Run scheduled backup
for this backup set is turned on the Backup Schedule menu page. Make sure you
save the setting before exiting the application.

Backup Set Name (D... Schedule
Run scheduled backup for this backup set
General on [l
Source Existing schedules

Database Backup Schedule
Database:Weekly - Friday (Every week at 22:00)
ﬁ Transaction Log Backup Schedule
Log File;Weekly - Monday, Tuesday.Wednesday&Thursday (Every week at 22:00)

Continuous Backup -

Backup Schedule

Destination

Show advanced settings




5

5.1

5.2

Restore Microsoft Exchange Server
2010/2013/2016 in Database Availability Group

(DAG)

Pre-restoration requirements

Refer to the following instructions to restore your Exchange database in Database Availability
Group (DAG).

The database restoration is required to restore on the active database only. You can identify
the Exchange server with the active database from the Exchange Management Shell.

Type the following command in the Exchange Management Shell.
Get-MailboxDatabase | ft name, server

It will show which Exchange server is hosting the active mailbox database, i.e. Mailbox
Database 01 and 03 are hosted on EX1, while Mailbox Database 02 and 04 are hosted on
EX2.

[PS] C:\>Get-MailboxDatabase | ft name, server
Name Server

Mailbox Database 02 EX2

Mailbox Database 01 EX1

Mailbox Database 03 EX1

Mailbox Database 04 EX2

When you can identify which Exchange server is hosting the active database, you can logon
to that Exchange server to restore the database.

Restore Exchange Database to the Exchange with the active
database

1. Inthe OBM main interface, click Restore.

(2,

Restore




2. Select the backup set that you would like to restore data from.

Please Select The Backup Set To Restore

Backup Set Name

Owner: wi8x-1-26

Last Backup: 13-June-2016, Monday. 14:40
EXCHANGE

3. Select the backup destination that contains the files or folders that you would like to
restore.

Select The Destination From Which To Restore Data

Backup Set Name
i

Previous Cancel




5.

Click to expand the menu tree to select which Information Store to restore. You can also
select individual database file to restore by clicking the Restore raw file checkbox at the
left bottom corner.

In addition, you can also choose to restore backup item(s) from a specific backup job
using the drop-down menu at the top. Click Next to proceed when you are done with the
settings.

Select what to restore
Choose from files as of job w || 2016-07-14 w || Latest w
Folders Name Size Date modified
@ CBs ] E02.chk 8KB 2016-07-1404:15
&[0 €8 Microsoft Exchange Server || E0200000CD1.log 1,024.. 2016-03-1814:02 A
&[0 § Microsoft Information Store || E0200000CD2.log 1,024.. 2016-03-18 14:02
=0 § wosx-1-22 || E0200000CD3.log 1,024.. 2016-03-18 14:02
i 1 First Storage Group || E0200000CD4.log 1,024.. 2016-03-18 14:02
[0 & Second Storage Group [ [ E0200000CD5.log 1,024.. 2016-03-18 14:02
“-[@ 4 Storage Group 64char_23 (] | | E0200000CD6.log 1,024.. 2016-03-18 14:02
[ |} E0200000CD7.log 1,024.. 2016-03-18 14:02
(0 |} E0200000CD8.log 1,024.. 2016-03-18 14:02
(0 || E0200000CDY.log 1,024.. 2016-03-18 14:06
[ |} E0200000CDA.log 1,024.. 2016-03-1814:09
(0 ] E0200000CDB.log 1,024.. 2016-03-18 14:11
O |} E0200000CDC.log 1,024.. 2016-03-18 14:13
[ |} E0200000CDD.log 1,024.. 2016-03-18 14:14
[0 |} E0200000CDE.log 1,024.. 2016-03-1814:16
(O |} E0200000CDF.log 1.024.. 201603181417
< » (O[] E0200000CE0.log 1,024.. 2016-03-18 14:20
|v] Restore raw file Items per page |50 & | Page 1/6 w
Search

Select to restore the files to their Original location, or to an Alternate location.

@ Restore to Original location
Select the Original location option, then press Next to proceed.

Choose Where The Databases To Be Restored

Restore databases to
®) Original location
Alternate location




@ Restore to Alternate location
a) Select the Alternate location option, then press Next.

Choose Where The Databases To Be Restored

Restore databases to

Original location
@) Alternate location

b) Select the locations where you would like to restore the database to. Name
the new mailbox store, then click Browse to modify the database, log and
checksum file location if necessary. Click Next to proceed.

Alternate database

Database name

Mailbox Database 2-1
Original Name New Location
Mailbox Database 2.edb | E\Microsoft Exchange Server\wi14\Mailbox\Mailbox Database 2 Browse
E02*.log E:\Microsoft Exchange Server\W14\Mailbox\Mailbox Database 2 Browse

E02.chk Ex\Microsoft Exchange Server\W14\Mailbox\Mailbox Database 2 Browse

6. Select the temporary directory for storing temporary files, such as delta files when they
are being merged, then click Restore to start the restoration.



The following screen with the text Restore Completed Successfully shows when the
restoration is completed.

Restore

" Backup Set Name

CBS (Host: 10.3.1.8:443) B‘
G + Restore Completed Successfully

Estimated time left 0 sec

Restored 7.98M (9 files)

Elapsed time 44 sec
Transfer rate 1.60Mbit/s

|

» For details regarding verifying the restoration activities log between OBM and
the Exchange Server, refer to Appendix B Restore Activities Log.




Appendix
Appendix A Exchange Server Backup Type

OBM utilizes the Volume Shadow Copy Service and the Microsoft Exchange Server 2010 Writers for
backup of MS Exchange 2010 databases. It offers the following types of backup options:

© Database backup

Backs up the databases (EDB), transaction logs (LOG), checkpoint files (CHK), and then
truncates the transaction logs for a specific database.

Choose Your Backup Options

Backup Set Name (DAG)

Backup set type
@) Database
Log File

Show advanced option

A full backup of an Exchange database creates and stores a complete copy of the database
file, transaction logs, and checkpoint files. A Microsoft Exchange Server 2010 database has
one set of transaction log files dedicated to that one database.

After the database has been backed up, the transaction log files on the disk are truncated
so that only database changes that occur after the backup was made will remain. During
this process, either the Store Writer or the Replication Service deletes all log entries up to
the checkpoint, based on the assumption that the databases have now been backed up in a
consistent state that contains all changes up to the most recent checkpoint.

If the database being backed up is dismounted during the backup operation, Exchange
Server 2010 will not truncate the transaction logs and the result will be the equivalent of a
copy backup operation, not a Full backup operation.

At the completion of Full or Incremental backups, the headers of the active mounted
database get updated with the current backup information. A Full backup is required in order
to run Incremental or Differential backups. There is no restriction as to which copy the Full
backups are taken from as long as it is a backup.



Full backups are used in the following restoration scenarios:

@ A database becomes corrupted or is lost, but the transaction log files on disk are
intact. In this scenario, the affected database files can be restored from the Full
backup, and then recovered by replaying the transaction logs that are still on disk.

@  Transaction log files, as well as the database file on disk, are lost. In this scenario,
the transaction log files that were backed up at the time of the Full backup are
restored together with the database.

Log File backup

Backs up the transaction logs (LOG) to record changes since the last full or incremental
backup, and then truncates the transaction logs.

Choose Your Backup Options

| Backup Set Name (DAG)

Backup set type
Database
@) Log File

Show advanced option

An Incremental backup of Microsoft Exchange Server 2010 database saves changes to the
database that have occurred since the last Full or Incremental backup. When all the
database files and log files are restored to the system, they can be recovered to the state
they were in at the time of the last Incremental backup. The data stored in an Incremental
backup includes only the transaction log files up to the current time.

When the backup is completed, the Exchange Server truncates the log files and marks the
backup time in the database headers. Using an Incremental backup to recover a database
requires the restoration of at least two data sets: the last Full backup, and then every
Incremental backup taken after the last Full backup. The benefit of using Incremental
backup is that an individual Incremental backup is much smaller than a Full backup and an
individual Incremental backup is often smaller than an individual Differential backup.

The disadvantage of using Incremental backups is that if there are many Incremental
backups made between Full backups, recovering the storage group may involve recovering
many Incremental backups. Exchange does not allow an Incremental backup to occur when
there has been no previous Full backup to establish the starting point for the incremental
changes.



Appendix B Restore Activities Log

The information below demonstrates how you can verify the restoration activities log between the

OBM and the Microsoft Exchange Server.

To verify the restoration activities log, open both the Restore Report in OBM and the Event Viewer in

the Microsoft Exchange Server.

Opening Restore Report in OBM

1. Open OBM, then click the Report icon on the main interface page.

2. Click the Restore option on the left, then click the restore report you want to verify on the right.

Click the View Log button to show all the restoration activities log.

Report

Backup

Restore

Usage

Backup set | Exchange 2010 Database

Log | 2016-06-27 19:16 W

Restore Report
From To

05 W | Jun W~ ||2016 W 05 W |/ jul W

2016 W Go

Backup set Vv | Destination W | Job Status v
Backup set Exchange 2010 Database

Destination @ css

Job 2016-06-27, 19:16:13

Time 2016-06-27, 19:16:13 - 19:17:13 (CST)

Status  Completed successfully

Downloaded files* 46 (306.1M)

* Unit = No of files (Download size)

View log
Exchange 2010 Datab... (& CBS 27/06/2016 19:13 Completed

No. of records per page |50 W Page (1/1 ™

Type Log
© start[ Windows Server 2008 (w08x-1-26), AhsayOBM v7.7.0.0]

© Initializing decrypt action...

© Initializing decrypt action... Completed

© Creating new directory... "C:\Users\Administrator\temp\RestoreSet\146702405440 rosoft Exchange ...
© Creating new directory. sers\Administrator\temp\RestoreSet\1467024054408\RestoreDatabase\Microsoft Exchange ...
© Creating new directory. ser inistrator\temp 1\146702405440 icrosoft Exchange ...
© Creating new directory... "C:\Users\Administrator\temp\RestoreSet\1467024054408\RestoreD se\Microsoft E:
© Downloading... "C:\User: p Set\1467024054408 RestoreDatabase\Microsoft Exchange Server\M...
© Download p Set\1467024054408\RestoreDatabase\Microsoft Exchange ServeriM...
© Download atoritemp Set\1467024054 Database\Microsoft Exchange Server\M...
O b ator\temp Set\1467024054 rosoft Exchange Server\M...
O b ator\temp 114670240 eD s rosoft Exchange Server\M...
O D ministrator\temp Set\1467024054408 \RestoreDatabase\Microsoft Exchange Server\M...
O Do p Set\1467024054408\RestoreDatabase\Microsoft Exchange Server\M...
O b p Set\1467024054 Database\Microsoft Exchange Server\M...
© Download atoritemp Set\1467024054 Database\Microsoft Exchange Server\M...
O b atoritemp Set\1467024054 eD rosoft Exchange Server\M...
O b dministrator\temp Set\14670240 storeD. rosoft Exchange Server\M...
O Do p Set\1467024054408 \RestoreDatabase\Microsoft Exchange Server\M...
© Download Set\1467024054408\RestoreDatabase\Microsoft Exchange ServeriM...

Show | All

Time
2016/06/27 19:16:19
2016/06/27 19:16:19
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20
2016/06/27 19:16:20

Page |1/1

v

v




Opening Event Viewer in Microsoft Exchange Server

1. Click the Start button on the left bottom corner in the Exchange Server, then type Event Viewer
in the search bar at the bottom.

= ——— Programs I
- Server Manager
g Event Viewer
Command Prompt Files
| Exchange Management Console Administrator | Event Viewer Administrator

(PA)

Documents Documents
-ﬂ Motepad

: Computer Computer

(A
: Internet Explorer

MNetwork Network
@ AhsayOBM

Control Panel Control Panel
?""”' Exchange Management Shell o e

a Administrative Tools ~ # Administrative Tools ~ #
@ Ease of Access Center Help and Support Help and Support
0 Mozilla Firefox Run... Run...
Event Viewer
g PUTTY
fj Exchange Load Generator 2010
2 ;’J Search Everywhere

3 All Programs )’, Search the Internet

@J @ a 3 IEVEnt Viewer @J @ a 3
[frsae mmo@ |

2. When the Event Viewer is opened, click Windows Log on the left to expand the menu tree,

then select Application. All Application activities logs are shown on the right now.
=[8]x]

File Action View

@ Event Viewer (Local) Applica 18,742 Events GELIT

& [ Custom Views

11, Widows Logs oo Dote end Tme Source EeDlTecoegoy o | Application -
m Application Gl—nformanon 7/5/2016 43 AM MSExchange ADAccess 2080 Topology £ Open Saved Log...
& security (@ 1nformation 7/5/2016 8:38:42 AM MSExchange ADAccess 2080 Topology
B z Z W Create Custom View...
a Setup @Informabon 7/5/2016 8:29:10 AM MSExchangeTransport 16022 Configuration x
fe] system (Dinformaton  7/5/2016 8:29:10 AM MSExchangeTransport 16022 Configuration Import Custom View...
{5 Forwarded Events (i) Information 7/5/2016 MSExchangeTransport 16022 Configuration Bnioo
® [ Applications and Services Logs | (D) informaton  7/5/2016 MSExchangeTransport 16022 Configuration
F Saved Logs (@ nformation 7/5/2016 8:29:10 AM MSExchangeTransport 16022 Configuration 7V Fiter CurrentLog...
1 Subscriptions @Informabon 7/5/2016 8:29:10 AM MSExchangeTransport 16022 Configuration = a Properties
(i) Tnfnematinn 2/8/7N14 R:70: 10 AM MEEvrhannaTranennrt 1ANT7 Canferation _IJ
< | o] |88 Fina..
Event 2080, MSExchange ADAccess X || saveEventsas...
General I Details | Attach a Task To this Log...
View >
Process MSEXCHANGEADTOPOLOGYSERVICE.EXE (PID=1816). Exchange Active Directory Provider has G Refresh
discovered the following servers with the following characteristics: —
(Server name | Roles | Enabled | Reachability | Synchronized | GC capable | PDC | SACL right | Critical Data Help »
| Netlogon | OS Version)
In-site: Event 2080, MSExchange A... &
WSX-1-2§.qa17.ahsay.ccm CDG177101171 [Z] EventProperties
Out-of-site: =
) Attach Task To This Even...
By copy »
H Save Selected Events...
Leg Name: Application |G} Refresh
Source: MSExchange ADAccess Logged: 7/5/2016 10:38:53 AM Help {1
EventID: 2080 Task Category: Topelogy
Level: Information Keywords: Classic
User; N/A Computer: w08x-1-26.qal7.ahsay.com
OpCode:
More i Event Log Online Help




Cross-checking activities log on OBM Restore Report and Exchange
Server Event Viewer

Each restoration action item initiated by OBM represented by individual activity log in the Restore
Report in OBM, and the corresponding action taken place in the Exchange Server is shown in the
Event Viewer as well.

There are 5 major parts to take place during the database restoration progress as shown below.

1. Download files from CBS to Temp Folder

OBM Restore Report

o Downloading... "C:\Users\Administrator\temp\RestoreSet\1467615269126\RestoreDatabase\Microsoft Exchange S
o Downloading... "C:\Users\Administrator\temp\RestoreSet\1467615269126\RestoreDatabase\Microsoft Exchange S

2. Dismount Exchange Server Database
OBM Restore Report

0 Dismount Microsoft Exchange Server Database... "Mailbox Database 1524644718"

Event Viewer in Exchange Server
®Infu:urmatiu:un FISI2016 12:158:36 PM MSExchangeRepl 3161 Service

General

Active Manager dismounted database Mailbox Database 1524644718 on server wi8x-1-26.qal7.ahsay.com.

3. Restore files to Exchange Server Database

OBM Restore Report

Restoring files to Microsoft Exchange Server Database... "E:\Microsoft Exchange Server\V14\Mailbox\
o Restoring files to Microsoft Exchange Server Database... "E:\Microsoft Exchange Server\V14\Mailbox\

Event Viewer in Exchange Server
@In‘ormation 7/5/2016 12:19:14 PM ESE 301 Logging/Recove

General | Details |

ormation Store (236) Mailbox Database 1524644718: The database engine has successfully completed recove
For more information, click hitp:/fwww.microsoft.com/contentredirect.asp.




4. Remount Exchange Server Database
OBM Restore Report

Re-mount Microsoft Exchange Server Database... "Mailbox Database 1524644718"

Event Viewer in Exchange Server
@Information 7/5/2016 12:19:18 PM MSExchangeRepl 3156 Service
General Inmﬂ;'

Active Manager successfully mounted database Mailbox Database 1524644718 on server wi8x-1-26.qal7.ahsay.com,

5. Delete files from Temp Folder

By default, temporary files will be deleted from the temp folder after backup. This feature can
be turned on or off by following the steps below.

1. Open OBM, then click the Backup Set icon on the main interface.
Select the backup set you would like to change this setting.

2

3. Click “Show advanced settings” on the left, then select “Others”.

4. Use the “Remove temporary files after backup” checkbox to enable or disable this
feature.

© Ahsay0BM

Backup Set Name (D... Temporary Directory

Temporary directory for storing backup files

General | C:\Users\Administrator\temp
6.34GB free out of total 30GB space in C:
SOUFCG I Remove temporary files after backup I

Backup Schedule

Compressions
Continuous Backup

Select compression type

Destination | Fast (Compressed size larger than normal) w

In-File Delta Encryption
Retention POliCy Do not use encryption
Command Line Tool

Reminder

Bandwidth Control

Hide advanced settings




