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1 Overview

1.1

1.2

1.3

Introduction

This user guide aims at providing detailed information for backing up and restoring
individual mail items and public folder items stored in Microsoft Exchange Server
2016 with OBM, also known as the Mail Level backup.

Mail Level Backup must be utilized in conjunction with full Information Store Backup
as Mail Level backup for Microsoft Exchange Server is not designed to fully protect
an Exchange Server, but to facilitate easy backup and fast restoration of individual
emails, contacts, calendars or public folder, etc.

OBM supports standalone backup option and Database Availability Group (DAG)
backup option for Exchange server Mail Level backup.

From version 7.15.0.0 onwards, Exchange Server 2016 Mail Level backup and restore
can be performed by installing OBM either on the Exchange server 2016 hosting the
database or on a remote backup machine.

What is this software?

OBM to provides a set of tools to protect your mailboxes and public folders on
Microsoft Exchange Server 2016. This includes backup and recovery of individual
emails, contacts, calendars and other mail items in your mailboxes and public folders,
with snapshots / versioning, and retention policy to protect even email that you may
have accidentally deleted from your Exchange 2016 mailboxes or public folders.

System Architecture

Below is the system architecture diagram illustrating the major elements involved in
the backup and restore process among the Microsoft Exchange Server 2016, OBM
and CBS.

1. OBMVv7.15.0.0 or above installed on Exchange Server 2016.

i.  Standalone: The latest version of OBM is installed on the Exchange server
which is connected to CBS backup server through LAN or internet.



Database Availability Group (DAG): The latest version of OBM is installed on
all the DAG members on Exchange server which is connected to CBS backup
server through LAN or internet, and all the DAG members share the same

backup set.
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OBM v7.15.0.0 or above installed on Remote Backup Machine.

Standalone: The latest version of OBM is installed on the remote backup
machine which is connected to Exchange server and CBS backup server

through LAN or internet.
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ii. Database Availability Group (DAG): The latest version of OBM is installed on
the remote backup machine which is connected to DAG members on
Exchange server and CBS backup server though LAN or internet, and all the
DAG members share the same backup set.
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1.4 About This Document
The document can be divided into 3 main parts.

Part 1: Preparation for Exchange 2016 Mail Level Backup & Restore

Requirements
Requirements on OBM, Exchange Server 2016 and Windows Operating System

Supported Backup Source & Limitation

Supported backup source of Exchange Server 2016 and limitation

Best Practice and Recommendation
Items recommended to pay attention to before backup and restore

Part 2: Perform Mail Level Backup and Restore for Microsoft Exchange 2016 on
Exchange Server

Standalone Backup Option

Create Mail Level backup set, run Mail Level backup job and restore Mail Level
backup

Database Availability Group (DAG) Backup Option

Create Mail Level backup set, run Mail Level backup job and restore Mail Level
backup

Part 3: Perform Mail Level Backup and Restore for Microsoft Exchange 2016 on Remote
Backup Machine

Standalone Backup Option

Create Mail Level backup set, run Mail Level backup job and restore Mail Level
backup

Database Availability Group (DAG) Backup Option

Create Mail Level backup set, run Mail Level backup job and restore Mail Level
backup

1.4.1What should I expect from this document?

After reading through this documentation, you can expect to have sufficient
knowledge to set up your system and make a Mail Level backup of Exchange Server
2016 on OBM, as well as carry out an end-to-end backup and restore process.



2 Preparation for Backup and Restore

2.1 Requirements

You are strongly recommended to configure or check all the settings below to
confirm all the requirements are met before you proceed with the Exchange Mail
Level backup and restoration.
2.1.1 OBM Installation
OBM v7.15.0.0 or above must be installed either on the Exchange Server 2016
hosting the database or on the remote backup machine.
2.1.2 Microsoft Exchange Mailbox Add-On Module
One Microsoft Exchange Mailbox license is required for the backup of each user

mailbox. No license is required for public folders.

Make sure the Microsoft Exchange Mailbox feature has been enabled as an add-on
module in your OBM user account and there is sufficient Microsoft Exchange
Mailbox license quota to cover the backup of your mailboxes.

Please contact your backup service provider for more details.

2.1.3 OBM Licenses
OBM licenses are calculated on a per device basis.

1. For backup of mailboxes on a standalone Microsoft Exchange 2016 Server,
one OBM license is required.

2. For backup of mailboxes on a Microsoft Exchange Server 2016 DAG setup, the
number of OBM licenses required is equal to the number of DAG members in
the DAG. For example, if there are three DAG members then three OBM
licenses are required.

Please contact your backup service provider for more details

2.1.4 Backup Quota Requirement

Make sure that your OBM user account has sufficient storage quota assigned to
accommodate the storage of additional Exchange mailbox and public folder items
for the new mail level backup set and retention policy.

Please contact your backup service provider for more details.



2.1.5 Java Heap Size

The default Java heap size setting on OBM is 2048MB. For Exchange 2016 mail level
backup, it is highly recommended to increase the Java heap size setting to be at
least 4096 MB to improve backup and restore performance. The actual heap size is
dependent on amount of free memory available on your Exchange 2016 server.
Please see https://portal.vsl-net.com/backup/v7/fag/5003.pdf

2.1.6 Temporary Directory Folder

Temporary Directory folder is used by OBM for storing backup set index files and
any incremental or differential delta files generated during a backup job. To ensure
optimal backup/restoration performance, it is recommended that the temporary
directory folder is located on a local drive with sufficient free disk space.

2.1.7 Scheduled Backup for Exchange Server in Data Availability Group (DAG)

Scheduled backup is required if you choose to back up in DAG option on Exchange
server as OBM on all DAG members will base on the scheduled backup time to start
backup on all the individual DAG member at the same time.

1. A DAG backup cycle is considered complete only when scheduled backup on
all DAG members have been carried out. An email report will be generated
when a complete DAG backup cycle is taken place.

2. Please keep in mind that manual backup will only be considered as individual

Mail Level backup, and therefore will not be counted as part of the DAG
backup cycle.

However, for backup and restore on a remote backup machine, as the operation

for single node can be done either manually or automatically, a scheduled backup
is not required.


https://portal.vsl-net.com/backup/v7/faq/5003.pdf

2.1.8 Mailbox Role

Ensure all nodes have mailbox role. This can be checked by accessing the Exchange
admin center (EAC).

Exchange admin center

recipients servers databases database availability groups virtual directories  certificates

2 Is]
compliance management k4 re
NAME A SERVER ROLES VERSION

W2K16-XCH2K16 Mailbax Version 15.1 (Build 669... W2K16-XCH2K6

2.1.9 Operating System

1. For OBM installed on the Exchange Server 2016, the operating system must
be Windows Server 2012/ 2012 R2/ 2016 or above.

2. For OBM installed on the remote backup machine, the operating system must
be Windows 7/ 8/ 8.1/ 10 or Windows Server 2008/ 2008 R2/ 2012/ 2012 R2/
2016 or above.

2.1.10 Supported Exchange Server 2016 Version

MS Exchange Server 2016 Cumulative Update 4 (CU4) or above is supported.

2.1.11 Windows User Account Permissions

The Windows user account used for the backup must be a member of the following
security groups.

© Discovery Management (including ApplicationImpersonation and Mailbox
Search)

© Organization Management

© Public Folder Management
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2.1.12 Enabling Mailbox

The Windows user account must have an Exchange Server mailbox. Refer to the
URL below for more information: http://support.microsoft.com/kb/275636/en-us.

backupl 12.12 v 2 ~

Exchange admin center
recipients mailboxes groups resources contacts shared migration
permissions
compliance management +-rFamLPe
o DISPLAY NAME a | MAILBOXTYPE  EMAIL ADDRESS
organization
Administrator User Administrator@x2k16.local backupi 12. 12 lz‘
protection backup ba. admin User backupadmin@x2k16.local ’
) backup1 12. 12 User backup1@x2k16.local User mailbox
mai flow backupl@x2k16.local
baxter STL. STL User baxter@x2k16.local Title:
mobile bk b. b User bk@x2k16.local Office:
cl.cl User c1@x2k16.local work phone:
public folders jalin User jalin.i@x2k16.local
operatorl OP. OP1 User operatorl@x2k16.local Phone and Voice
unified messaging steve SP. SPL User steve@x2k16.local Features
HiE Hser 1@xzkis.ocal Unified Messaging: Disabled
SEMVErs yuk | ch User yuk@x2k16.local Enable
hybrid Mobile Devices
Nisahle Fxchanne Actives E|
tools 1selected of 11 total

Refer to the following article from Microsoft for more details on how to check if an
account is mailbox enabled and how to enable it:

https://technet.microsoft.com/en-us/library/jj991919(v=exchg.160).aspx



http://support.microsoft.com/kb/275636/en-us
https://technet.microsoft.com/en-us/library/jj991919(v=exchg.160).aspx

2.1.13

2.1.14

2.1.15

Backup Source Requirement

Ensure that the “Hide from address lists” option is unchecked for all mailboxes to
be selected for backup. Mailbox hidden from the address list will not be shown in
the backup source selection menu.

backupi 12. 12

» general

backupl 12. 12

backupl 12. 12
backupl

backupl @ |x2kiblocal v

Port Configuration

As Exchange 2016 mail level backup and restore is implemented using Microsoft
EWS API (Exchange Web Services), which enables OBM to access mailbox items
such as email message, meetings, notes, calendar, contact, etc, without any
additional installation or complicated setup required on the Exchange 2016 Server
or remote backup machine, only port 443 must be configured to allow
communication between OBM and Exchange server.

Exchange related Windows Services
Ensure all MS Exchange related services have been started, particularly the MS

Exchange Information Store.

To verify this setting, launch the Services menu by clicking Start then typing
“Services” in the search box. All Exchange related services should be started by
default, in case if it is not, turn it on by right clicking the item and then select Start.



BE

the service
the service

Description:

Manages the Microsoft Exchange
Infermation Store. This includes
mailbox databases and public folder
databases. If this service is stopped,
mailbox databases and public folder
databases on this computer are

any services that explicitly depends
on it will fail to start,

Services
File Action View Help
e Bz Bl v anw
Senics el Services (Local)
Microsoft Exchange Information Name = Desc ~
Store Microsoft Exchange IMAPZ Prov
Microsoft Exchange IMAP4 Backend Prov

unavailable. If this service is disabled,

Microsoft Exchange Load Generator Monitoring Agent Mon
Microsoft Exchange Load Generator Remote Agent Enab
Microsoft Exchange Mailbox Assistants Perfc
Microsoft Exchange Mailbox Replication Proc
Microsoft Exchange Mailbox Transport Delivery This| =
Microsoft Exchange Mailbox Transport Submission This
Microsoft Exchange Migration Workflow Proc
Microsoft Exchange POP3 Prov
Microsoft Exchange POP3 Backend Prov
Microsoft Exchange Replication Thel
Microsoft Exchange RPC Client Access Man
< m >

% Extended /A Standard /

2.1.16 MS Exchange Databases

Ensure the MS Exchange Mailbox and Public Folder databases are mounted. This
can be verified by Exchange Management Shell or Exchange Admin Center (EAC).

© Type the following command in the Exchange Management Shell.

Get-MailboxDatabase ‘

EE Machine: wik16-xch2k16x2k 16l ocal - O X

t-MailboxDatab
implicit remoting of

e £

on for et -MailboxD

Recovery

Mone
Mone

© Exchange Admin Center (EAC)

Exchange admin center

recipients servers databases datal irtual directories

availability groups

permissions

+rsmLE -

NAME ACTIVE ON SER.. | SERVERS WITH COPIES | STATUS & | BAD COPYCO..

Mailbox Datab... W2K16-XCH2K.. W2K16-XCH2K16
Mailbox Datab... H2K...

T Mailbax Database 0998420039

Mounted 0

W2K16-XCH2K16

mobile

W2K16-XCH2K16

public fol

unifie Content ind FailedAndSuspended

View details

Servers

hybrid




2.1.17 Windows PowerShell 5.1 Engine

Ensure that Windows PowerShell 5.1 Engine is installed.
To install the feature:
1. Navigate to Server Manager > Manage, then select Add Roles and Features.

2. On the Select installation type screen, select Role-based or feature-based
installation.

3. Select the target server.

4. On the Select features screen, go to the Features option, check the box next to
Windows PowerShell 5.1 Engine.

[z Add Rales and Features Wizard — O *
1 DESTINATIOM SERVER
Select features W2K16-xch2k16.x2k16 Jocal
Befora You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Windows PowerShell enables you to
] SMTP Server Y
I b [] SNMP Service automate local and remote Windows
7] Telnet Client (Installed) administration. This task-based
Features ; ! -li ipti
] TFTP Client command-line shell and scripting
[[] WM Shielding Tools for Fabric Management Ia?guage is built on the
] WebDAV Redirector Microsoft NET Framework. It

includes hundreds of built-in

[] Windows Biometric Framework X
commands and lets you write and

+ Windows Defender Features (Installed) -
| Windows Identity Foundation 3.5 (Installed) distribute your own commands and
[] Windows Internal Database scripts.
«m
+ Windows PowerShell 5.1 {Installed)
+| Windows PowerShell 2.0 Engine (Installed)
[] Windows PowerShell Desired State Configurati
+| Windows PowerShell ISE (Installed)
[ Windows PowerShell Web Access
[®] Windows Process Activation Service (2 of 3 installe
[] Windows Search Service
71 Windows Server Backuo

< Previous Next > Install Cancel

2.1.18 .Net Framework 4.6.2 Features

Ensure .Net Framework 4.6.2 Features is installed. Please refer to the following
URL for detailed information:

https://technet.microsoft.com/en-us/library/aa996719(v=exchg.160).aspx



https://technet.microsoft.com/zh-tw/library/aa996719(v=exchg.160).aspx

2.2

This feature can be enabled by accessing Server Manager > Dashboard > Manage >
Add Roles and Features Wizard > Feature Page.
[

DESTINATION SERVER

Se l e Ct fe atu l’e S w12x-7-23.ga25.ahsay.com

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection ———————————— :
SCNNET Fram & 3.5 Features (Installed) A .NET Framework 3.5 combines the
Server Roles — ————————— power of the .NET Framework 2.0
b || .NET Framework 4.5 Features (Installed) APIs with new technologies for
b [] Background Intelligent Transfer Service (BITS) = building applications that offer
[] BitLocker Drive Encryption sppealing User :nterfaces, protect
) your customers' personal identity
[0 BitLocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide
[ Client for NFS the _ability to model a range of
— business processes.
[[] Data Center Bridging
[ Enhanced Storage
[V Failover Clustering (Installed)
[] Group Policy Management
[V Ink and Handwriting Services (Installed)
[ Internet Printing Client
[] Ip Address Management (IPAM) Server |
— - 5 v
<[ [T [ 5]

<PreviousH Next > ‘ ‘ Install H Cancel

Supported Source

Below is the supported mailbox type of Exchange Server 2016 Mail Level backup.

Mailbox Level

Item Supported? Item Supported?
User mailbox v Room Mailbox v
Public Folder v Equipment Mailbox v
Public Folder Mailbox v Shared Mailbox v

Below are the items that you can backup or restore from an Exchange Server 2016
Mail Level backup set.




Folder Level

Item Supported? Item Supported?
Inbox v RSS Feeds v
Drafts v Junk Email v
Sent Items v Tasks v
Deleted Items v Calendar v
Archive v Contacts v
Notes v

2.3 Limitation

For backup and restoration of Exchange 2016 Mail Level backup set, there is some
limitation:

1. If you are trying to restore item(s) from one mailbox to an alternate location
mailbox, OBM will restore the item(s) to their respective destination folder(s)
with the same name of the original folder(s).

Example: Item from “Inbox” folder of Mailbox-A will be restored to the
“Inbox” folder of the alternate location Mailbox-B; Item from “Drafts” folder
of Mailbox-A will be restored to the “Drafts” folder of the alternate location
Mailbox-B.

2. If you are trying to restore item(s) from several mailboxes to an alternate
location mailbox, OBM will restore the item(s) to their respective destination
folder(s) in alternate location mailbox with the same name of the original



folder(s).

User A

Inbox

Sent ltems

User C

I ——
Drafts

Sent ltems

User B

Inbox
Sent Items

Drafts

Example: Item from “Inbox” folder of Mailbox-A and Mailbox-B will be
restored to the “Inbox” folder of the alternate location Mailbox-C.

Restore of mailbox items or public folder items is only supported if the
according mailbox or public folder exists.

Only Alternate Location is supported for restoring mailbox items to another
domain.

Restore of mailbox item(s) in public folder to an alternate location mailbox is
not supported.

Example: Restore of mailbox item(s) in public folder from Mailbox-A to
alternate location Mailbox-B is not supported.

If you are trying to restore the mailbox item to a destination mailbox which
has a different language setting than the original mailbox, OBM will restore
mailbox item(s) to their respective destination folder based on the translation
listed below.

For folders such as ‘Calendar’ or ‘Notes’, a new folder ‘Calendar’ or ‘Notes’
will be created.

Backup source | Action Destination mailbox with Chinese as
(English) default language settings

Inbox Merge HegBsssl

Outbox Merge EEE

Sent Items Merge TR




2.4

Deleted Items | Merge IR 2R A

Drafts Merge G

Junk E-Mail Merge i EE
Create new

Calendar Calendar
folder
Create new

Notes Notes
folder

Best Practice and Recommendation

The following are some best practices or recommendations we strongly recommend

you follow before you start any Exchange Server 2016 Mail Level backup and restore.

o

°

Mail Level Backup must be utilized in conjunction with Database Level Backup
to fully protect an Exchange Server.

Active Directory server should be protected by regular full Window System
Backup at least once every two weeks.

For OBM installed on Exchange Server, enable scheduled backup jobs when
system activity is low to achieve the best possible performance.

The remote backup machine should be on the same LAN as the MS Exchange
server for optimal backup and restore performance.

To provide maximum data protection and flexible restore options, it is
recommended to configure at least one local destination for fast recovery

Perform test restores periodically to ensure your backup is set up and
performed properly. Performing recovery test can also help identify potential
issues or gaps in your recovery plan. It's important that you do not try to make
the test easier, as the objective of a successful test is not to demonstrate that
everything is flawless. There might be flaws identified in the plan throughout
the test and it is important to identify those flaws.

Distributed Backup Solution: For backup of multiple or mass backup sets, to
achieve better backup performance and to minimize any unnecessary loading
on the Exchange server, please consider deploying OBM on remote backup
machines as distributed backup solution instead of on the MS Exchange server.

For backup of a large amount mailboxes, it is recommended to divide all
mailboxes into multiple backup sets. By default, the MS Exchange 2016 mail
level backup module can back up a maximum of 4 mailboxes concurrently (4
concurrent backup threads), while backing up a maximum of 4 mail items



concurrently per mailbox (4 concurrent backup threads). Therefore, each
backup set supports a maximum of 4x4=16 backup threads at a time. By
splitting up all mailboxes into separate backup sets, the more backup sets, the
faster the backup process can achieve.

Example-1: There are 100 mailboxes that need to be backup, you can divide 20
mailboxes into one backup set.

Backup Set Name Mailbox Number
Backup-Set-1 No.1-- 20
Backup-Set-2 No.21 -- 40
Backup-Set-3 No.41 -- 60
Backup-Set-4 No.61 -- 80
Backup-Set-5 No.81 -- 100

Note: If there are new mailboxes added, you can create a new backup set for
the new mailboxes.

Example-2: There are 100 mailboxes that need to be backup, you can divide
mailboxes into backup sets in alphabetic order.

Backup Set Name Mailbox Name Start with
Backup-Set-1 A--E
Backup-Set-2 F--J
Backup-Set-3 K--0
Backup-Set-4 P--T
Backup-Set-5 Uu--Z

Note: If there are new mailboxes added, you can add the new mailboxes into
the original backup set by the corresponding alphabetic order.




3 Overview of MS Exchange Mail Level Backup Process

The following steps are performed during an Exchange Mail Level backup job:

Establishing
connection

>0

Running pre-
backup
command

>0

Compiling file
list

>

Connection fromthe
backup clientto the
backup serveris

>

Pre-backup command
is run [if necessary).

>

Local file list of each
individual mailb ox is
compiled according to
thebackup source

¢

established. setting.
Generating o Comparing o Dovmloading
delta files files files
Local and remote file
Delta files are lists are compared to Remote fil listand
generated for identify newr, checksumfiles are
modified files (if updated, or deleted dovmloaded fromthe
required). mail items sincethe backup destination.
last backup job.
. Running post-
UP|;_JIGI1|“B > e Saving files > o backup >
res command
Dataare comp.re.ssed, Latest index files of
eI e each individual
intoindividual data mailbox on dient Post-backup
block of size 16 MB, I:> I:> command is run [if
computerare saved to
and then uploaded to necessary).
thebackup
AT TR destination(s)
destination(s). ’




4  On Exchange Server

4.1 Standalone Backup Option

4.1.1Create Mail Level Backup Set

1. Click the Backup Sets icon on the main interface of OBM.

Backup Sets

2. Create a new backup set by clicking the “+” icon next to Add new backup set.

3. Select the Backup set type as MS Exchange Mail Level Backup. The system
will automatically detect and select the Exchange Server version, make sure
the version selected is correct.

= Name your new backup set.
= Enter the hostname of Exchange server 2016

= Enter the username and password of the Windows user account used for
backup.

[ Check the “Access the Internet through proxy” if required. Then click Next
to proceed.



Create Backup Set

Name

| MS Exchange 2016 Mail Level Backup |

Backup set type

E MS Exchange Mail Level Backup L~ |

Version

| Microsoft Exchange Server 2016 v |

Host

| hostname |

Username

| username |

Password

|:| Access the Internet through proxy

Test

4, In the Backup Source menu, select the mailboxes or public folders for backup.
You can click to expand the mailbox or public folder to select which mail
folder to back up. You can also click Show mails to select individual mail to
back up. Click Next to proceed when you are done.

Backup Source

Folders Fror ‘ Subject | Received ‘ Size
=-0 E,S 127.0.01 E3J Administrato... Re: Microsoft Excha.. 10/19/2017 16:33 14k
20 B Mailboxes EI Administrato... Screenshot 10/19/2017 16:42 M
[ & Administrator@x2+ b E1 yuk@x2k16... Re: Microsoft Excha.. 10/19/2017 17:01 15k

- & baxter@x2k16.Joce
[ & bk@x2k16local
-0 & cl@x2kl6.local
=0 & jalinli@x2k16.local

b+ [ [E5] Contacts
[ 5 Deleted ltems
B~ lig; Drafs

A =1 Inbox
B+ [ Junk Email
B-[17 Notes

[/ Sentltems
@ [ Tasks
-0 & operator1 @x2k16.
- & steve@x2ki6.local
-] & t1@x2k16.local

[ & yuk@x2k16.local
-1 [& Public Folders

L . |

Show mails Items per pagel 50 v | Pagel 1w |

5




6. In the Schedule menu, you can configure a backup schedule for backup job to
run automatically at your specified time interval. Click Add to add a new
schedule, then click Next to proceed when you are done.

Schedule

Run scheduled backup for this backup set
on =l
Existing schedules
Backup Schedule
Daily (Everyday at 22:00)

Note: By default, a daily backup scheduled for 22:00 is created automatically.

7. In the Destination menu, select a backup destination where the backup mail
will be stored. Click the “+” icon next to Add new storage destination /
destination pool.

Destination

Backup mode

[SEquential v

Existing storage destinations

E Add new storage destination / destination pool

[a T

|



Select the destination type and destination storage, then click OK to proceed.

|

New Storage Destination / Destination Pool

Name

Type
@) Single storage destination
Destination pool

Destination storage

@ css v

Click Next on the Destination menu page to proceed.

Destination

Backup mode

Sequential u

Existing storage destinations

CBS
Host: 10.3.1.8:443

Add

|

10. Inthe Encryption window, the default Encrypt Backup Data option is enabled
with an encryption key preset by the system which provides the most secure



protection.

Encryption

Encrypt Backup Data

on C |
Encryption Type
Default v

User password

Custom

You can choose from one of the following three Encryption Type options:
» Default — an encryption key with 44 alpha numeric characters will be
randomly generated by the system

» User password — the encryption key will be the same as the login
password of your OBM at the time when this backup set is created.

Please be reminded that if you change the OBM login password later, the

encryption keys of the backup sets previously created with this
encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your

own algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on T |
Encryption Type
Algorithm

AES L~

Encryption key

*EhEEAEE

Re-enter encryption key

FEhEAEE

Method
ECE (®) CBC
Key length
128-bit (@) 256-bit

Click Next when you are done.



If you have enabled the Encryption Key feature in the previous step, the
following pop-up window shows, no matter which encryption type you have

selected.

Unmask encryption key

Copy to clipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click
this option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
ce. You will need it when you need to restore your files later.
firm that you have done so.

rcX1 MBE4brnZ086eKOp6FeabuuRRI3gDXGIq5uUBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste
it in another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step



12.

Enter the Windows login credentials for user authentication. Click Next to
proceed.

Windows User Authentication

Domain Name/ Host Name

User name

| username |

Password

| FEEEEE |

Note

The Windows User Authentication interface will show only if scheduled backup is enabled and set
successfully.




13. The following screen shows when the new backup set is created successfully.

Congratulations!

"MS Exchange 2016 Mall Level Backup” Is successfully created.

14. Click Backup now to start a backup immediately, or you can run a backup job
later by following the instructions in Run Mail Level Backup Job




4.1.2Run Mail Level Backup Job

Below are the steps of backup process.

1. Log in to OBM.

2. Click the Backup icon on the main interface of OBM.

0

el

Backup

3.  Select the backup set which you would like to start a backup for.

Please Select The Backup Set To Backup

MS Exchange 2016 Mail Level Backup
B Owner: w2k16-mysql
Newly created on Tuesday, October 31, 2017 14:24
Mailbox

<




4. If you would like to modify the In-File Delta type, Destinations and Retention
Policy settings, click Show advanced option.

Choose Your Backup Options

= MS Exchange 2016 Mail Level Backup

s

Backup set type
Microsoft Exchange Mailbox

Show advanced option

Choose Your Backup Options

MS Exchange 2016 Mail Level Backup

Backup set type
Microsoft Exchange Mailbox

In-File Delta type

) Full
() Differential
(@) Incremental

Destinations
i @ CB5 (Host: 10.16.10.12:443)

Retention Policy
D Run Retention Policy after backup

Hide advanced option

5. Click Backup to start the backup.



4.1.3 Restore Mail Level Backup

Below are the steps of restore process.
1. In the OBM main interface, click the Restore icon.

2. Select the backup set that you would like to restore mail from.

Please Select The Backup Set To Restore

MS Exchange 2016 Mail Level Backup ~
E Owner: w2k16-mysal

Newly created on Tuesday, October 31, 2017 14:24
Mailbox

w

3. Select the backup destination that contains the mail(s) that you would like to
restore.

Select The Destination From Which To Restor...

MS Exchange 2016 Mail Level Backup

Moo



4.

Click to expand the menu tree to select which mailbox to restore. You can also

select mail item(s) from a specific backup job or all mail items that you have
backed up to restore. Click Next to proceed.

Select Your Mail Objects To Be Restored

Select what to restore

Choose from files as of job & || 10/25/2017 w# || Latest w

Choose from files as of job

Choose from ALL files

Fraom Subject Recejved Size
B2 @ CBS [ =1 jalinli@x2k1... Microsoft Exchange ... 10/19/2017 16:32 14k
&0 8310161037 )9 yuk@x2k16.L... Re: Microsoft Excha... 10/19/2017 17:01 17k
=0 E Mailboxes [ = t1@x2k16.loc.., Re: Relay this messa. 10/19/2017 17:22 ™
a0 & backup1@x2k! (1 EJ yuk@x2k16.l... Re: Relay this messa... 10/20/2017 11:54 oM
------ 07 Inbox [ =1 t1@x2k16.oc... Help with Exchange ... 10/20/2017 17:19 11k

Items perpage |50 w | Page | 1/1 w

Select to restore the mail to their Original mailbox, or to an Alternate mailbox.

=  Restore to Original Mailbox

Select the Original location option, then press Next to proceed.

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
®) Original location

Alternate location  Administrator@x2k16.local

= Restore to Alternate Mailbox



You can choose to restore mailbox item(s) to another mailbox in the same
Exchange server. Select the Alternate location option and the desired
mailbox destination, then press Next to proceed.

In addition, you can also restore mailbox item(s) to a different Exchange
server of the same version. In this case, the restoration should be
triggered by the OBM on the destination Exchange server.

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
Original location

®) Alternate location | Administrator@x2k16.local ~
0 0

backup1@x2kié.local
backupadmin@x2kie.local
baxter@x2k16.local
bk@x2k16.local
c1@x2k16.local
jalin.li@x2k16.local

operator1@x2k16.local

Please refer to the Limitation part to check the limitation of restore process.



6.  Select the temporary directory for storing temporary files, such as delta files
when they are being merged, click Restore to start the restoration.

Temporary Directory

Temporary directory for storing restore files

C:\Users\Administrator\.obm\temp Browse

Previous Restore Cancel

7.  The following screen with the text Restore Completed Successfully shows
when the restoration is completed.

Restore

MS Exchange 2016 Mail Level Backup

o

G CBS(Host: 10.120.10.12:443) ﬁ

« Restore Completed Successfully
Estimated time left 0 sec
Restored 0 (0 file)
Elapsed time 11 sec
Transfer rate Obit/s

Close Help



4.2 Database Availability Group (DAG) Backup Option

4.2.1Create Mail Level Backup Set

1.  Click the Backup Sets icon on the main interface of OBM.

[

Backup Sets

2.  Create a new backup set by clicking the “+” icon next to Add new backup set.

3. Select the Backup set type as MS Exchange Mail Level Backup. The system
will automatically detect and select the Exchange Server version, make sure
the version selected is correct.

@  Name your new backup set.
= Enter the hostname of all the DAG Member Server.

®  Enter the username and password of the Windows user account used for
backup.

[ Check the “Access the Internet through proxy” if required. Then click Next
to proceed.

Create Backup Set

Name

MS Exchange 2016 Mail Level Backup (DAG)

Backup set type
E MS Exchange Mail Level Backup v

Version

Microsoft Exchange Server 2016 (DAG) W

Host (DAG Member Server)

IP Address of DAG Member Server
IP Address of DAG Member Server
Add

Username

username

Password

Access the Internet through proxy

Test




In the Backup Source menu, select the mailboxes or public folders for backup.

You can click to expand the mailbox or public folder to select which mail

folder to back up. You can also click Show mails to select individual mail to

back up. Click Next to proceed when you are done.

<

Backup Source

Folders From Subject Received
-0 E,g 127.0.0 1 Administrato... Re: Microsoft Excha... 10/19/2017 16:33
=0 E Mailboxes =7 Administrato... Screenshot 10/19/2017 16:42

- & Administrator@x2t ) £ yuk@x2k16... Re: Microsoft Excha... 10/18/2017 17:01
& baxter@x2k16.ocs

- & bk@x2k16.local

- & cl@x2kl6.local

20 & jalinli@x2k16.local

[ FE Calendar

i+ () [82] Contacts

&1 E Deleted ltems

B[] I Drafts

; Inbox

B+ T Junk Email

- Motes

- [/ Sentltems

- % Tasks

2 operator! @x2k16.

& steve@x2kiB.local

-0 & t1@x2k16.local

[ & yuk@x2ki6.local

O0®

-1 [E Public Folders

>

+ Show mails Items per page | 50

Size
14k

12k

V| Page | 1/1 w

In the Schedule menu, you can configure a backup schedule for backup job to

run automatically at your specified time interval. Click Add to add a new

schedule, then click Next to proceed when you are done.

Schedule

Run scheduled backup for this backup set
on — |

Existing schedules

Backup Schedule
Daily (Everyday at 22:00)

Add

Note: By default, a daily backup scheduled for 22:00 is created automatically.



In the Destination menu, select a backup destination where the backup mail
will be stored. Click the “+” icon next to Add new storage destination /

destination pool.

Destination

Backup mode

Sequential w

Existing storage destinations

Add new storage destination / destination pool

Select the destination type and destination storage, then click OK to proceed.

New Storage Destination / Destination Pool

Name

Type
@) Single storage destination
Destination pool

Destination storage

@ css v




10.

Click Next on the Destination menu page to proceed.

Destination

Backup mode

Sequential u

Existing storage destinations

CBs
Host: 10.3.1.8:443

Add

In the Encryption window, the default Encrypt Backup Data option is enabled
with an encryption key preset by the system which provides the most secure
protection.

Encryption

Encrypt Backup Data

on C |
Encryption Type
Default v

User password

Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be
randomly generated by the system

» User password — the encryption key will be the same as the login
password of your OBM at the time when this backup set is created.
Please be reminded that if you change the OBM login password later, the
encryption keys of the backup sets previously created with this
encryption type will remain unchanged.



11.

» Custom — you can customize your encryption key, where you can set your
own algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on |

Encryption Type

Custom u

Algorithm
AES v

Encryption key

TEEELL

Re-enter encryption key

*EhEEAEE

Method

" JECB (®) CBC

Key length

) 128-bit (@) 256-bit

Click Next when you are done setting.

If you have enabled the Encryption Key feature in the previous step, the
following pop-up window shows, no matter which encryption type you have
selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard



The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click
this option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Ple confirm that you have done so.

rcX1MBE4brnZ086eK0Op6FeabuuRRI3gDXGIg5UBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste
it in another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step

12. Enter the Windows login credentials for user authentication. Click Next to
proceed.

Windows User Authentication

Domain Name/ Host Name

User name

| username |

Password

| T |

Note

The Windows User Authentication interface will show only if scheduled backup is enabled and set
successfully.




13.

14.

The following screen shows when the new backup set is created successfully.

Congratulations!

"MS Exchange 2076 Mail Level Backup (DAG)" Is successfully cre...

Click Backup now to start a backup immediately, or you can run a backup job
later by following the instructions in Run Mail Level Backup Job




4.2.2 Run Mail Level Backup Job

QOBM QBM QOBM

L] L] L]
@2 L@z LQ@= C
M5 Exchange DAG Group CBs

Local / Metwork Storage

As mentioned in the Requirement section of this guide, if choose to back up an
Exchange DAG setup by installing OBM on each DAG members, only a scheduled
backup that is performed on all DAG members at the scheduled time, will be
considered a complete backup. OBM on all DAG members will start a backup, base
on the scheduled time of the backup set at the same time.

A manual backup performed only on individual DAG member will not be considered
complete.

Please refer to the Scheduled Backup for Exchange Server in Data Availability Group

(DAG) Option for details.




4.2.3Restore Mail Level Backup

OBM OBM OBM
. » .
7
Gz L@s LB@= C
MS Exchange 2016 DAG Group CRS
(Production)
L]

!

Local / Network Storage

®
o)
©

o
@D
o
@D
=
o
@
=

LII:

3 3

5 Exchange 2016 DAG Group
(Stand-by)

=

Below are the steps of restore process.
1. In the OBM main interface, click the Restore icon.

2. Select the backup set that you would like to restore mail from.

Please Select The Backup Set To Restore

MS Exchange 2016 Mail Level Backup (DAG) -
E Owner: xch2016mbx02
Last Backup: Wednesday, October 25, 2017 13:57
Mailbox

Lo



3.

Select the backup destination that contains the mail(s) that you would like to
restore.

Select The Destination From Which To Restore D...

MS Exchange 2016 Mail Level Backup (DAG
= g P
o

G CBS
Host: 10.120.10.12:443

Previous Cancel

Click to expand the menu tree to select which mailbox to restore. You can also
select mail item(s) from a specific backup job or all mail items that you have
backed up to restore. Click Next to proceed.

Select Your Mail Objects To Be Restored

Select what to restore

Choose from files as of job W || 10/25/2017 w | Latest w

Show filter
Folders Ta Subject Sent Size
= @ CBS El stevex. y Exchange 2016 DAG... 10/24/2017 11:42 12k

=D E3 10.16.6.81
-0 B Mailboxes
=0 & yuk@xch16dag|
9 5ent ltems

Items perpage |50  w | Page|1/1 w



5. Select to restore the mail to their Original mailbox, or to an Alternate mailbox.

X}
L=

Restore to Original Mailbox

Select the Original location option, then press Next to proceed.

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
@) Original location

Alternate location  Administrator@x2k16.loca

Restore to Alternate Mailbox

You can choose to restore mailbox item(s) to another mailbox in the same
Exchange server. Select the Alternate location option and the desired
mailbox destination, then press Next to proceed.

In addition, you can also restore mailbox item(s) to a different Exchange
server of the same version. In this case, the restoration should be



triggered by the OBM on the destination Exchange server.

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
Original location

®) Alternate location | Administrator@x2k16.local ~
0 0
backup1@x2ki6.local
backupadmin@x2ki6.local
baxter@x2k16.local
bk@x2k16.local
cl@x2kl6.local
Jjalin.li@x2k16.local

operator1@x2k16.local ©

Please refer to the Limitation part to check the limitation of restore process.

Select the temporary directory for storing temporary files, such as delta files
when they are being merged, click Restore to start the restoration.

Temporary Directory

Temporary directory for storing restore files

C:\Users\Administrator\.obm\temp Browse

Previous Restore Cancel




7.

The following screen with the text Restore Completed Successfully shows
when the restoration is completed.

Restore

MS Exchange 2016 Mail Level Backup (DAG)

CBS (Host: 10.120.10.12:443)
G + Restore Completed Successfully IB‘
Estimated time left 0 sec
Restored 0 (0 file)
Elapsed time 11 sec
Transfer rate Obit/s



5 On Remote Backup Machine

5.1 Standalone Backup Option

5.1.1Create Mail Level Backup Set

1. Click the Backup Sets icon on the main interface of OBM.

Backup Sets

2. Create a new backup set by clicking the “+” icon next to Add new backup set.
3. Select the Backup set type as MS Exchange Mail Level Backup.

i Select Microsoft Exchange Server version as Microsoft Exchange Server
2016.
= Name your new backup set.

= Enter the hostname of Exchange server 2016.

[  Enter the username and password of the Windows user account used for
backup.

[ Check the “Access the Internet through proxy” if required. Then click Next
to proceed.



Create Backup Set

Name

| MS Exchange 2016 Mail Level Backup |

Backup set type
|E MS Exchange Mail Level Backup v |

Version

| Microsoft Exchange Server 2016 w |

Host

| nostname |

Username

| username |

Password

|| Access the Internet through proxy

Test

In the Backup Source menu, select the mailboxes or public folders for backup.
You can click to expand the mailbox or public folder to select which mail
folder to back up. You can also click Show mails to select individual mail to
back up. Click Next to proceed when you are done.

Backup Source

Falders Frarm | Subject | Received | Size
-0 8310161037 E1 jalinli@x2k1... Microsoft Exchange ...10/19/2017 16:32 14k
&0 B Mailboxes A ) T yuk@x2K16.... Re: Microsoft Excha... 10/19/2017 17:01 17k
[ & Administrator! 1 t1@x2k16.loc.. Re: Relay this messa... 10/19/2017 17:22 ™
-0 & backupl@x2ki T yuk@x2k16.l.. Re: Relay this messa... 10/20/2017 11:54 10M
I Calendar E1 t1@x2k16.loc... Help with Exchange ... 10/20/2017 17:19 11k

1= Contacts
[ & Deleted Ies
(7 Drafts

- Inbox
(T Junk Email
17 Notes

~ 1 Sent lkems
012 Tasks

[J & backupadmini
-] & baxter@x2k16.]
O & bk@x2k16.ocal
[ & c1@x2k16.ocal
0 & jalinli@x2k16.l

[J & operatort@x2)
- & steve@x2k16.lo
O & t1@x2k16.ocal W

A Pk1filncs
< >
Show mails Items per page Page [1/1 w

In the Schedule menu, you can configure a backup schedule for backup job to
run automatically at your specified time interval. Click Add to add a new




schedule, then click Next to proceed when you are done.

Schedule

Run scheduled backup for this backup set
on )

Existing schedules

ﬁ Backup Schedule
Daily (Everyday at 22:00)

Note: By default, a daily backup scheduled for 22:00 is created automatically.

In the Destination menu, select a backup destination where the backup mail
will be stored. Click the “+” icon next to Add new storage destination /
destination pool.

Destination

Backup mode

Sequential w

Existing storage destinations

Add new storage destination / destination pool

AN v




Select the destination type and destination storage, then click OK to proceed.

New Storage Destination / Destination Pool

Name

Type
@) Single storage destination
Destination pool

Destination storage

@ css v

Click Next on the Destination menu page to proceed.

Destination

Backup mode

Sequential u

Existing storage destinations

CBS
Host: 10.3.1.8:443

Add

|

9. In the Encryption window, the default Encrypt Backup Data option is enabled
with an encryption key preset by the system which provides the most secure



protection.

Encryption

Encrypt Backup Data

on C |
Encryption Type
Default v

User password

Custom

You can choose from one of the following three Encryption Type options:
» Default — an encryption key with 44 alpha numeric characters will be
randomly generated by the system

» User password — the encryption key will be the same as the login
password of your OBM at the time when this backup set is created.

Please be reminded that if you change the OBM login password later, the

encryption keys of the backup sets previously created with this
encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your

own algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on T |
Encryption Type
Algorithm

AES W

Encryption key

*EhEEAEE

Re-enter encryption key

EkEiid

Method
ECB (@) CBC
Key length
128-bit (e) 256-bit

Click Next when you are done setting.



11. If you have enabled the Encryption Key feature in the previous step, the
following pop-up window shows, no matter which encryption type you have

selected.

Unmask encryption key

Copy to clipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click
this option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
ce. You will need it when you need to restore your files later.
firm that you have done so.

rcX1 MBE4brnZ086eKOp6FeabuuRRI3gDXGIq5uUBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste
it in another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step



12. Enter the Windows login credentials for user authentication. Click Next to
proceed.

Windows User Authentication

Domain Name / Host Name

User name

| username |

Password

| T |

Note

The Windows User Authentication interface will show only if scheduled backup is enabled and set
successfully.




13. The following screen shows when the new backup set is created successfully.

Congratulations!

"MS Exchange 2016 Mall Level Backup” Is successfully created.

14. Click Backup now to start a backup immediately, or you can run a backup job
later by following the instructions in Run Mail Level Backup Job




5.1.2Run Mail Level Backup Job

Below are the steps of backup process.

1. Log in to OBM.

2. Click the Backup icon on the main interface of OBM.

0

el

Backup

3. Select the backup set which you would like to start a backup for.

Please Select The Backup Set To Backup

MS Exchange 2016 Mail Level Backup

Owner: w2k16-mysql

Newly created on Tuesday, October 31, 2017 14:24
Mailbox

<




If you would like to modify the In-File Delta type, Destinations and Retention
Policy settings, click Show advanced option.

Choose Your Backup Options

MS Exchange 2016 Mail Level Backup

s

Backup set type
Microsoft Exchange Mailbox

Show advanced option

Choose Your Backup Options

MS Exchange 2016 Mail Level Backup

s

Backup set type
Microsoft Exchange Mailbox

In-File Delta type

O Full
() Differential
(®) Incremental

Destinations

(& CBS (Host: 10.16.10.12:443)

Retention Policy
|:| Run Retention Policy after backup

Hide advanced option

4, Click Backup to start the backup.



5.1.3Restore Mail Level Backup

1. Restore Backed up Items to Original Exchange Server

i. In the OBM main interface, click the Restore icon.

ii. Select the backup set that you would like to restore mail from.

Please Select The Backup Set To Restore

MS Exchange 2016 Mail Level Backup ~
E Owner: w2k16-mysal

Newly created on Tuesday. October 31, 2017 14:24
Mailbox

v

iii. Select the backup destination that contains the mail(s) that you would like to
restore.

Select The Destination From Which To Restor...

MS Exchange 2016 Mail Level Backup

e

CBS
Host: 10.16.10.12:80

Previous Cancel



iv.

Click to expand the menu tree to select which mailbox to restore. You can also

select mail item(s) from a specific backup job or all mail items that you have
backed up to restore. Click Next to proceed.

Select Your Mail Objects To Be Restored

Select what to restore

Choose from files as of job w# || 10/25/2017 w# || Latest w
Choose from files as of job
Choose from ALL files
From Subject Received Size

B~ @ CBS [ &1 jalinli@x2k1... Microsoft Exchange ... 10/19/2017 16:32 14k
=-0E3 10.16.1037 [ 51 yuk@x2k16.l... Re: Microsoft Excha... 10/18/2017 17:01 17k
&1 B Mailboxes [ E1 11@x2k16.loc... Re: Relay this messa.. 10/19/2017 17:22 ™
=[] & backup1@x2ki [ EJ yuk@x2k16.L... Re: Relay this messa... 10/20/2017 11:54 10M
------ O =7 Inbox, [ 51 t1@x2k16.loc... Help with Exchange ... 10/20/2017 17:18 1k

Items per page |50 W | Page | 1/1 w

Select to restore the mail to their Original mailbox, or to an Alternate mailbox.

= Restore to Original Mailbox

Select the Original location option, then press Next to proceed.

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
®) Original location

Alternate location  Administrator@x2k16.loca

= Restore to Alternate Mailbox



You can choose to restore mailbox item(s) to another mailbox in the same
Exchange server. Select the Alternate location option and the desired
mailbox destination, then press Next to proceed.

In addition, you can also restore mailbox item(s) to a different Exchange
server of the same version. In this case, the restoration should be
triggered by the OBM on the destination Exchange server.

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
Original location

®) Alternate location | Administrator@x2k16.local ~
0 0
backup1@x2kié.local
backupadmin@x2kie.local
baxter@x2k16.local
bk@x2k16.local
c1@x2k16.local
Jjalin.li@x2k16.local

operator1@x2k16.local ©

Please refer to the Limitation part to check the limitation of restore process.

vi. Select the temporary directory for storing temporary files, such as delta files
when they are being merged, click Restore to start the restoration.

Temporary Directory

Temporary directory for storing restore files

C\Users\Administrator\.obmitemp Browse

Previous Restore Cancel



vii. The following screen with the text Restore Completed Successfully shows
when the restoration is completed.

Restore

MS Exchange 2016 Mail Level Backup

CBS (Host: 10.120.10.12:443)
G  Restore Completed successfully ﬁ
Estimated time left 0 sec
Restored 0 (0 file)
Elapsed time 11 sec
Transfer rate Obit/s

Close Help



2.  Restore Backed up Items to Another Domain

i.  Inthe OBM main interface, click Backup Sets icon.

ii. Select the backup set that you would like to restore mail from.

Backup Sets
~
Exchange 2016 mailbox
B Oowner: w7-pro
Last Backup: Wednesday, October 25, 2017 15:19
Mallbox
v

iii. Change the Host to be other domain, and also the Username and Password of
user account used for restore on the other domain. Click Save after setting is

done.
~
MS Exchange 2016 ... General
e

Name

General | Exchange 2016 mailbox

Source ouner
W7-pro

Backup Schedule

i Microsoft Exchange Server

Continuous Backup
Version

Destination Microsoft Exchange Server 2016 [¥]

Show advanced settings Host
|Other Domain |
Username
| username |
Password
|...... |
D Access the Internet through proxy
Windows User Authentication
Domain Name / Host Name
| w2k16-mysgl v

Delete this backup set

iv. Inthe OBM main interface, click the Restore icon.



v. Select the backup set that you would like to restore mail from.

Please Select The Backup Set To Restore

Exchange 2016 mailbox
E Qwner: w7-pro ~
Newly created on Monday. October 23, 2017 12:07
Mailbox

W

vi. Select the backup destination that contains the mail(s) that you would like to
restore.

Select The Destination From Which To Restor...

Exchange 2016 mailbox
e

vii. Click to expand the menu tree to select which mailbox to restore. You can also
select mail item(s) from a specific backup job or all mail items that you have



backed up to restore. Click Next to proceed.

Select Your Mail Objects To Be Restored

Select what to restore

Choose from files as of job w || 10/25/2017 w

Latest w
Choose from files as of job
Choose from ALL files
Fram Subject Received Size
=-@CBS 0 9 jalini@x2k1.. Microsoft Exchange ... 10/19/2017 16:32 14K
2 0g3 10161037 [ 57 yuk@x2k16.l... Re: Microsoft Excha... 10/18/2017 17:01 17k
&1 B Mailboxes [ E1 t1@x2k16.loc.. Re: Relay this messa... 10/19/2017 17:22 ™
=0 & backup! @2k [J £ yuk@x2k16.l... Re:Relay this messa... 10/20/2017 11:54 10M
L0 Inbox [0 £ t1@x2k16.loc... Help with Exchange ... 10/20/2017 17:19 11k

Items per page |50 W | Page | 1/1 w

(s ] R (] [

viii. Select to restore the mail to an Alternate mailbox, which would enable restore

the items to the mailbox of other Exchange server. Click Next to proceed.

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
Original location

®) Alternate location | Jalin v

Please refer to the Limitation part to check the limitation of restore process.



ix. Select the temporary directory for storing temporary files, such as delta files

when they are being merged, click Restore to start the restoration.

Temporary Directory

Temporary directory for storing restore files

C:\Users\Administrator\.obm\temp Browse

Previo Restore Cancel

The following screen with the text Restore Completed Successfully shows
when the restoration is completed.

X.

Restore

Exchange 2016 mailbox

Msibon

CBS (Host: 10.16.10.12:80) El
+ Restore Completed Successfully

Estimated time left 0 sec

Restored 0 (0 file)

Elapsed time 3 sec
Transfer rate 0bit/s




5.2 Database Availability Group (DAG) Backup Option

5.2.1Create Mail Level Backup Set

1. Click the Backup Sets icon on the main interface of OBM.

Backup Sets

2. Create a new backup set by clicking the “+” icon next to Add new backup set.

3. Select the Backup set type as MS Exchange Mail Level Backup. The system
will automatically detect and select the Exchange Server version, make sure
the version selected is correct.

i Select Microsoft Exchange Server version as Microsoft Exchange Server
2016 (DAG)

Name your new backup set.
Enter the hostname of all the DAG Member Server.

Enter the username and password of the Windows user account used for
backup.

[ Check the “Access the Internet through proxy” if required. Then click Next
to proceed.



Create Backup Set

Name

| MS Exchange 2016 Mail Level Backup (DAG) |

Backup set type

E MS Exchange Mail Level Backup v |

Version

| Microsoft Exchange Server 2016 (DAG) w |

Host (DAG Member Server)

| IP Address of DAG Member Server | .

| IP Address of DAG Member Server | .

Username

| username |

Password

[ "] Access the Internet through proxy

In the Backup Source menu, select the mailboxes or public folders for backup.
You can click to expand the according mailbox or public folder to select which
mail folder to back up. You can also click Show mails to select individual mail
to back up. Click Next to proceed when you are done.

Backup Source

Falders To | Subject | Semt | Size

-0 83 10.120.6.81 E7 yuklun cheng  Exchange 2016 DAG...10/24/2017 11:42 12k
-0 B Mailboxes

[ & Administrator@xct

7 & backupadmin@xch

O & jalin@xch16dag.ah
[ & johnmt@xch16dag.
[ & steve@xchi6dag.a
O & user01@xch16dag
[ & userD2@xch16dag
O & userD3@xch6dag
50 & yuk@xch16dag.sh:

B[ Archive

[ Calendar

[J[27 Contacts
@[ [ Deleted ltems
{014 Drafts
-] Inbox
&+ [ Junk Email
O % Motes
2 [ Sent ltems
0 ¥ Tasks
O [E Public Folders

LA b

Show mails Items per page Page [1/1 w

e | ] [ ] [




In the Schedule menu, you can configure a backup schedule for backup job to
run automatically at your specified time interval. Click Add to add a new
schedule, then click Next to proceed when you are done.

Schedule

Run scheduled backup for this backup set
on e |
Existing schedules
Backup Schedule
Daily (Everyday at 22:00)

Note: By default, a daily backup scheduled for 22:00 is created automatically.

In the Destination menu, select a backup destination where the backup mail
will be stored. Click the “+” icon next to Add new storage destination /
destination pool.

Destination

Backup mode
Sequential w

Existing storage destinations

| 1. Add new storage destination / destination pool




Select the destination type and destination storage, then click OK to proceed.

New Storage Destination / Destination Pool

Name

Type
@) Single storage destination
Destination pool

Destination storage

@ css v

Click Next on the Destination menu page to proceed.

Destination

Backup mode

Sequential u

Existing storage destinations

CBS
Host: 10.3.1.8:443

Add

|

9. In the Encryption window, the default Encrypt Backup Data option is enabled
with an encryption key preset by the system which provides the most secure



protection.

Encryption

Encrypt Backup Data

on C |
Encryption Type
Default v

User password

Custom

You can choose from one of the following three Encryption Type options:
» Default — an encryption key with 44 alpha numeric characters will be
randomly generated by the system

» User password — the encryption key will be the same as the login
password of your OBM at the time when this backup set is created.

Please be reminded that if you change the OBM login password later, the

encryption keys of the backup sets previously created with this
encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your

own algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on T |
Encryption Type
Algorithm

AES L~

Encryption key

*EhEEAEE

Re-enter encryption key

FEhEAEE

Method
ECE (®) CBC
Key length
128-bit (@) 256-bit




11.

Click Next when you are done setting.

If you have enabled the Encryption Key feature in the previous step, the
following pop-up window shows, no matter which encryption type you have
selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard



12.

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click
this option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Ple confirm that you have done so.

rcX1MBE4brnZ086eK0Op6FeabuuRRI3gDXGIg5UBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste
it in another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step

Enter the Windows login credentials for user authentication. Click Next to

proceed.

Windows User Authentication

Domain Name / Host Name

User name

| username |

Password

| N |

Note

The Windows User Authentication interface will show only if scheduled backup is enabled and set
successfully.




13. The following screen shows when the new backup set is created successfully.

Congratulations!

"MS Exchange 2016 Mail Level Backup (DAG)" is successfully cre...

14. Click Backup now to start a backup immediately.



5.2.2Run Mail Level Backup Job

©®

QOBM

- o C

Local / Metwork Storage . CBs

Remote Backup Machine

INTERME

. N g
@8 LEgs L0Os

MS Exchange 2016 DAG Group

Below are the steps of backup process.

1. Log in to OBM.

2. Click the Backup icon on the main interface of OBM.

0

el

Backup




Select the backup set which you would like to start a backup for.

Please Select The Backup Set To Backup

MS Exchange 2016 Mail Level Backup (DAG) ~
B Owner: xch2016mbx02
Last Backup: Wednesday, October 25, 2017 13:57
Mailbox

b

If you would like to modify the In-File Delta type, Destinations and Retention
Policy settings, click Show advanced option.

Choose Your Backup Options

MS Exchange 2016 Mail Level Backup (DAG)

b

Backup set type
Microsoft Exchange Mailbox

Show advanced option




Choose Your Backup Options

MS Exchange 2016 Mail Level Backup (DAG)

Backup set type
Microsoft Exchange Mailbox

In-File Delta type

O Full
() Differential
(@ Incremental

Destinations

4 e CBS (Host: 10.120.10.12:443)
Retention Policy

|:| Run Retention Policy after backup

Hide advanced option

5.  Click Backup to start the backup.



5.2.3Restore Mail Level Backup

QOBM
: C
— CBS
Local / Network Storage -- r
Remote Backup Machine INTERNE
[ [J [J [J [] [
@ @=L 88| (L= B@sL 05
MS Exchange 2016 DAG Group M5 Exchange 2016 DAG Group
(Stand-by) {Production)

Below are the steps of restore process.
1. In the OBM main interface, click the Restore icon.

2. Select the backup set that you would like to restore mail from.

Please Select The Backup Set To Restore

MS Exchange 2016 Mail Level Backup (DAG) ~
E Owner: xch2016mbx02
Last Backup: Wednesday. October 25, 2017 13:57
Mailbox




3.

Select the backup destination that contains the mail(s) that you would like to

restore.

Select The Destination From Which To Restore D...

Bistbor

MS Exchange 2016 Mail Level Backup (DAG)

@ CBS
Host: 10.120.10.12:443

Previous Cancel

Click to expand the menu tree to select which mailbox to restore. You can also
select mail item(s) from a specific backup job or all mail items that you have
backed up to restore. Click Next to proceed.

Select Your Mail Objects To Be Restored

Select what to restore
Choose from files as of job we || 10/25/2017 W || Latest w

Show filter

To Subject Sent Size

Falders
Exchange 2016 DAG...10/24/2017 11:42

B @CBS [l stevex.y
B0 £3 10.16.6.81
&0 B Mailboxes
B0 & yuk@xchibdag
) 9 Sent lkems

Items per page |50 W | Page | 1/1 w



5. Select to restore the mail to their Original mailbox, or to an Alternate mailbox.

X}
L=

Restore to Original Mailbox

Select the Original location option, then press Next to proceed.

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
®) Original location

Alternate location  Administrator@x2k16.local

Restore to Alternate Mailbox

You can choose to restore mailbox item(s) to another mailbox in the same
Exchange server. Select the Alternate location option and the desired
mailbox destination, then press Next to proceed.

In addition, you can also restore mailbox item(s) to a different Exchange
server of the same version. In this case, the restoration should be



triggered by the OBM on the destination Exchange server.

Choose Where The Mail Objects To Be Restor...

Restore mail objects to
Original location

®) Alternate location | Administrator@x2k16.local ~
0 o
backup1@x2ki6.local
backupadmin@x2kie.local
baxter@x2k16.local
bk@x2k16.local
cl@x2kie.local
jalin.li@x2k1e.local

operator1@x2k16.local ©

Select the temporary directory for storing temporary files, such as delta files
when they are being merged, click Restore to start the restoration.

Temporary Directory

Temporary directory for storing restore files

ChUsers\Administratori.obm\temp Browse




7.  The following screen with the text Restore Completed Successfully shows
when the restoration is completed.

Restore

MS Exchange 2016 Mail Level Backup (DAG)

AhsayCBS (Host: 10.120.10.12:443)

G + Restore Completed Successfully EL
Estimated time left 0 sec
Restared 0 (0 file)

Elapsed time 11 sec
Transfer rate Obitrs




